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PROBLEM TO BE SOLVED: To provide a device 
and a method for enciphering with which a data 
file(DF) can be prevented from being illegally 
read out when downloading the DF from a 
computer to a digital data player(DP) and from 
the DP to a memory card. SOLUTION: This 
device is provided with a data server 1 10 for 
supplying the DF enciphered after confirming the 
identity of a user, a computer 120 for deciphering 
this DF, enciphering it again with an enciphering 
key, which is generated by the identification 
number of a data storage medium 140, and 
downloading it and a DP 130 for storing the 
enciphered DF on the medium, deciphering it 
with the enciphering key generated by the 
identification number and reproducing it and 
successively executes a first stage for converting 
a key by adding a specified first internal key to 
the information of peculiar number of the 
memory, a second stage for generating the 
enciphering key by applying an enciphering 
algorithm to this key according to a second 
internal key and a third stage for enciphering the 
DF while utilizing the enciphered cryptographic 
key. 
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